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£ filter FhXFiEKAY Referer LTI T
B 1. 7£ Filter H3QIE Referer

public class RefererFilter implements Filter {
private String excludedPage;
private String[] excludedPages;
/:‘::‘:
* pefault constructor.
*/
public RefererFilter() {
// TODO Auto-generated constructor stub
}

/:‘:‘.‘:
* @see Filter#destroy()
*/
public void destroy() {
// TODO Auto-generated method stub
}

ik
* @see Filter#doFilter(ServletRequest, ServletResponse, Filterchain)
*/
pubTlic void doFilter(ServletRequest request, ServletResponse response,
Filterchain chain) throws IOException, ServletException {
// M HTTP kiHifd Referer {H
HttpServletRequest hrequest=(HttpServletRequest) request;
// EXGRNAE HFIGUER FUESRURL 2 A S A e g
boolean flag = false;
for (string page:excludedpPages) {
if (hrequest.getRequestURI().equals(page)){
flag = true;
3
}
if(flag){
chain.doFilter(request, response);
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return;

String referer=hrequest.getHeader("Referer™);
// H Referer Z7LL bank.example Ff3k
if((referer!=null) &&
(referer.trim().startswith("http://Tocalhost:8081"))){
chain.doFilter(request, response);
}else{
request.getRequestDispatcher("error.jsp").forward(request, response);

}
// chain.doFilter(request, response);
}
/7’: £
* @see Filter#init(FiltercConfig)

*/
pubTlic void init(FilterConfig fConfig) throws ServletException {
excludedPage = fconfig.getInitParameter("ignores");//Itthbff)ignoresif&Tt
web . xm1 & X144 F—FF
if (excludedPage !'= null && excludedPage.length() > 0){

excludedPages = excludedpage.split(",");

web.xml

<filter>
<filter-name>RefererFilter</filter-name>
<display-name>RefererFilter</display-name>
<description></description>
<filter-class>com.lezijie.note.filter.RefererFilter</filter-class>
<init-param>
<param-name>ignores</param-name>
<param-value>/note/login.jsp,/note/</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>RefererFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>
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3. FEE PRI TEKMIIN token
function appendToken(){
updateForms();
updateTags();
}
function updateForms() {
// BRI ETAR form JoE
var forms = document.getElementsByTagName('form');
for(i=0; i<forms.length; i++) {
var url = forms[i].action;
// WEA form ¥ action fEHNZE, WA csrftoken
ifCurl == null || url == "" ) continue;
// ALK input JtE R, MAZR| form 25
var e = document.createElement("input");
e.name = "csrftoken";
e.value = token;
e.type="hidden";

forms[i].appendcChild(e);


http://lib.csdn.net/base/datastructure

function updateTags() {

var all

document.getElementsByTagName('a');

var Tlen all.length;

// BJFTE a gtk
for(var i=0; i<len; i++) {
var e = all[i];

updateTag(e, 'href', token);

function updateTag(element, attr, token) {
var location = element.getAttribute(attr);
if(location != null &% location != "' "' ) {
var fragmentIndex = Tocation.indexof('#');
var fragment = null;
if(fragmentIndex != -1){
//url HE AT RO 2 B R AR
fragment = location.substring(fragmentiIndex);

Tocation = location.substring(0, fragmentIndex);

var index = location.indexof('?"');
if(index != -1) {

//url g A S5

Tocation = Tocation + '&csrftoken=' + token;
} else {

//url s A 25

location = location + '?csrftoken=' + token;



if(fragment != null){
Tocation += fragment;
}

element.setAttribute(attr, location);
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